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The governance lesson we already 

learned. 

Why AI agents will need the same governance discipline that enterprise IT 

eventually got. 
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We have watched this sequence before. A new computational capability appears. It is 

adopted faster than anyone can govern it, because the leverage is too obvious to wait for. The early 

adopters gain enormous advantage and absorb the occasional disaster as the cost of being early. 

And then — usually after a loss large enough to make the question non-optional — governance 

arrives. Enterprise IT spent roughly four decades learning the disciplines it now treats as table 

stakes. AI agents are entering the enterprise on the same path, only compressed. The discipline is 

already known. The organisations that apply it deliberately — before the incident rather than after 

it — will be the ones that get to deploy agents at scale with confidence. 

§  0 1     We have seen this movie 

Every wave of enterprise computing has arrived the same way. The mainframe gave a handful of 

large institutions powers their competitors could not match, and for years those powers sat in the 

hands of a small technical priesthood with little oversight. The personal computer and the client-

server era put computing on every desk and in every department, far faster than any central 

function could track. The web exposed internal systems to the entire world before most 

organisations had a coherent idea of who could reach what. Cloud dissolved the data centre, and 

with it the comfortable assumption that the things you depended on lived inside a perimeter you 

controlled. Each wave delivered real, immediate leverage. Each one also outran the organisation's 

ability to govern it, and in every case governance caught up only afterward — frequently after a 

failure expensive enough that ignoring it was no longer an option. 

The shape is so consistent it is nearly a law. Capability precedes control. The gap between them is 

where both the advantage and the damage live. AI agents are simply the newest instance of the 
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pattern, and there is no reason to expect them to be the exception. The interesting question is not 

whether agents will eventually be governed the way enterprise systems are governed today. They 

will. The question is whether organisations will choose to learn the lesson from the history that 

already exists, or insist — as is the human habit — on learning it again from scratch. 

§  0 2     What “ungoverned” looked like the first time 

It is worth remembering how little discipline early enterprise computing had, because the 

parallels are uncomfortably exact. In the early decades, the person who wrote a system often also 

ran it in production, held the credentials to it, and was the only one who understood it. Access 

was frequently shared and rarely scoped; a single set of keys opened everything. Changes went 

into live systems without review, because the person making the change was trusted and there 

was no process to consult. And when something went wrong — an outage, a bad number, a missing 

record — there was often no authoritative account of what had happened or who had done it, 

because no system had been built to keep one. 

The personal-computer and client-server explosion of the 1980s and 1990s made the problem 

wider rather than deeper. Business units bought their own machines and wrote their own 

spreadsheets and databases, outside any central oversight — the phenomenon that would later be 

named shadow IT. Critical numbers came to depend on a workbook on one analyst's hard drive. 

None of this was malicious, and much of it was genuinely productive. It worked, until it didn't, 

and the ways it failed were instructive: outages caused by unreviewed changes, fraud enabled by 

concentrated and unmonitored access, breaches turned catastrophic by privileges far broader 

than any task required, and — over and over — the simple, humiliating inability to answer an 

auditor or a regulator who asked what had happened and who was responsible. 

§  0 3     The disciplines IT earned — and the failures that 

taught them 

The governance practices that enterprise IT now treats as obvious were not designed in the 

abstract by people anticipating problems. Almost every one of them is scar tissue — a response to 

a specific class of failure that hurt badly enough to force a permanent change in how systems were 

run. That history matters here, because each discipline maps with very little distortion onto a 

requirement that AI agents are about to surface. 
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D i s c i p l i n e  I T  

e a r n e d  T h e  f a i l u r e  t h a t  t a u g h t  i t  T h e  A I - a g e n t  e q u i v a l e n t  

Identity & 

authentication 
Shared or anonymous access meant 

no one could be held accountable for 

an action. 

Every agent acts under a distinct, 

scoped identity — you always know 

which agent did what. 

Least privilege Over-broad access turned small 

compromises and small mistakes into 

large ones. 

Each agent holds exactly the 

permissions its task requires, and 

nothing beyond them. 

Segregation of duties Fraud and undetected error 

flourished when one actor could both 

initiate and approve. 

Consequential agent actions pass a 

human or independent approval 

boundary before they execute. 

Change management Unreviewed changes to production 

caused outages no one could quickly 

explain or reverse. 

No unreviewed change to what an 

agent may do or how it behaves 

reaches production. 

Tamper-evident 

audit log 
Organisations could not reconstruct 

what happened, or prove it, after the 

fact. 

An immutable ledger records every 

agent action, decision, and escalation 

as it occurs. 

Blast-radius 

containment 
A single failure cascaded across an 

interconnected estate with nothing to 

stop it. 

Agents are scoped so that a failure is 

bounded — contained to one task, one 

system, one tenant. 

Reversibility & 

recovery 
Irreversible damage with no path 

back turned mistakes into permanent 

losses. 

Reversible actions are preferred, and 

the undo is designed before the action 

is permitted. 

Risk classification One-size controls were too heavy for 

the trivial and far too light for the 

critical. 

Agents are tiered by data sensitivity 

and impact; controls are 

proportioned to the stakes. 

 
None of these were luxuries, and none were invented for their own sake. Each is the codified 

memory of a particular kind of pain. Segregation of duties, in particular, is worth dwelling on: the 

principle that the person who initiates a transaction must not be the person who approves it is 

ancient in accounting, but it was burned into enterprise IT control frameworks in the wake of the 

corporate-fraud scandals of the early 2000s, when it became law that systems handling financial 

reporting had to enforce it. The lesson generalises. A capable actor with both the authority to act 

and the authority to bless its own actions is a standing invitation to error and abuse — whether 

that actor is a person, a script, or an agent. 



T N Q  R E S E A R C H   ·   P E R S P E C T I V E   ·   P O V - 2 0 2 6 - 0 0 1  The Governance Lesson We Already Learned 

© 2026 TrueNorth Quantum Inc.  Page 4 of 6 Public, unrestricted  

Enterprise IT did not choose its governance disciplines. It was taught to them, 

one incident at a time. 

§  0 4     “But AI is different” 

The honest objection to all of this is that AI agents are not like the deterministic systems those 

disciplines were built around. An agent reasons. It handles ambiguity. Its output is probabilistic 

rather than fixed, so you cannot inspect a change the way you inspect a code diff, and you cannot 

fully predict what it will do before it does it. The old control model, the argument runs, simply 

does not fit a different kind of machine. 

There is a real kernel in this. The mechanism is genuinely new, and some specific controls do not 

translate cleanly — a deterministic, line-by-line review of a change means something different 

when the “change” is a shift in a model's behaviour rather than an edit to source code. But the 

conclusion is exactly backwards. A non-deterministic actor wielding real-world authority is an 

argument for more governance, not less. The fact that you cannot fully predict an agent's output 

is precisely why you scope its authority narrowly, log everything it does, bound the damage it can 

cause, and keep a human on the decisions that matter. Unpredictability is not a reason to relax 

the controls that exist to contain unpredictability. The novelty lies in the actor. The principle is 

unchanged, and if anything it applies with greater force. 

§  0 5     Why this time is faster, and the stakes are higher 

If the principle is the same, the dynamics are not. Three differences make the agent version of this 

story move faster and cut deeper than the enterprise-IT version did. 

• Speed of adoption. Enterprise IT governance accreted over decades, which gave 

organisations — painfully, unevenly — time to adjust. Agents are being deployed in months. 

The leverage is too large to wait for, exactly as before, but the compression cuts both ways: the 

lag before governance arrives is shorter, and so is the window between an agent being useful 

and an agent being the cause of an incident. 

• Agency. A conventional system mostly executed instructions and returned a result for a 

human to act on. An agent takes the action itself, chains steps together, and makes decisions 

along the way with far less human presence in the loop by default. The blast radius of an 

unsupervised agent is larger than that of an unsupervised script, and it arrives faster, because 

the agent is not waiting for anyone. 
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• Scale and opacity. A single agent can do the work of many people, which multiplies the 

consequence of any systematic error. And its reasoning is harder to inspect than a code change 

or a configuration file. The audit problem is therefore genuinely harder than it was for 

traditional systems — which is an argument for taking the audit discipline more seriously, not 

for abandoning it as too difficult. 

§  0 6     The predictable mistake 

Left to run its course, the pattern will repeat with depressing fidelity. Organisations will deploy 

agents ungoverned, because the leverage is real and immediate. They will enjoy a period of 

obvious advantage. Then there will be an incident — an agent that quietly exfiltrates data it was 

over-permitted to reach, an approval that should never have been granted, an irreversible change 

made at machine speed before anyone noticed, or simply an agent that cannot account for its own 

actions when an auditor finally asks. And only then, under the pressure of the loss, will governance 

be bolted on. 

Bolted-on governance is always worse than designed-in governance. It is more expensive, less 

coherent, and trusted by no one, because it is retrofitted onto systems that were never built to 

accommodate it. We can say this with unusual confidence, because enterprise IT has already run 

the experiment — twice. Financial-reporting controls were retrofitted onto systems built with no 

notion of segregation of duties or audit, at enormous cost. Security was retrofitted onto a network 

perimeter that had already dissolved, an effort the industry is still paying for. The retrofit is the 

most expensive way to acquire a discipline. It is also, historically, the most common. 

Governance is not a tax on the value of AI agents. It is the precondition for 

trusting that value at scale. 

§  0 7     Govern at design time 

The constructive point is that none of this discipline has to be reinvented. Forty years of it already 

exist, written down and well understood, available as principle to anyone willing to apply it. The 

opportunity in front of organisations adopting AI agents is to do the thing enterprise IT was never 

able to do: install the governance before the incidents, while the systems are still being designed 

and the cost of doing it right is lowest. 

In practice that means giving every agent a distinct and scoped identity, so its actions are always 

attributable. It means granting least-privilege authority, so an agent can reach exactly what its 

task requires and nothing more. It means placing a human approval boundary on consequential 
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and irreversible actions, so the agent proposes and a person disposes. It means recording every 

action in an immutable audit ledger, so the question “what happened, and who did it” always has 

an answer. It means classifying each agent by a risk tier that proportions its controls to its 

potential impact, so the trivial is not over-governed and the critical is not under-governed. And it 

means running a governance overseer that enforces those boundaries continuously and at 

machine speed — because an actor that operates at machine speed cannot be supervised at human 

speed alone. 

This is, not by coincidence, the shape of how we build a Digital Employee at TrueNorth Quantum. 

Every one carries a risk-tier classification, a scoped and deliberately reversible action set, a human 

approval boundary on the actions that warrant one, and an immutable audit ledger, from its first 

day of build rather than its first day after an incident. We do not claim to have invented these 

ideas. We inherited them — from four decades of enterprise IT learning them the hard way, one 

failure at a time. Our contribution is to apply them to the AI workforce on purpose, at the start, 

instead of waiting for the lesson to be taught again. 

Framed correctly, governance is not the brake on agent adoption; it is what makes broad adoption 

possible. It is the reason an organisation can say yes to deploying agents across its operations 

rather than confining them to low-stakes experiments — because it can trust what they do, contain 

what they might get wrong, and explain all of it afterward. The discipline is the enabler. It always 

was; enterprise IT simply discovered that the long way around. 

Enterprise IT learned governance one incident at a time. The AI workforce does 

not have to. 

The history is already written. The disciplines are already known. The only genuinely open 

question is the one every previous wave of computing answered the expensive way: whether we 

apply what we know before the first incident, or after it. 
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